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1 INTRODUCTION (/L /=)

1.1

About the eClinical Forum

(eClinical ForumIZ2 1\ T)

The eClinical Forum is a global, not-for-profit and
non-commercial, technology independent group
representing members of the pharmaceutical,
biotechnology, and allied industries. The eClinical
Forum’s mission is to serve these industries by
focusing on those systems, processes and roles
relevant to electronic capture, handling, and
submission of clinical data. For further information,
visit the website at http://www-.eclinicalforum.org.

eClinical Forum{, 7 m—/ 372 FEEH], FEREE
72, FEDOBIRIIKITE LW L—TTh Y | &
W, A FT 7 /ay— KOEET HFERDA
B STV ET, eClinical Forum O fiy
I, WBBRT — X OB R/ EE, PR, BREEICERD
VAT A, Tut A ZENIET DEEICOWT,
ERCEBRT 2 2L T, FEMICOVWTIE, v=T
H A K http://www.eclinicalforum.org 2 Z& R < 72
S0,

1.2 Disclaimer (&%518)

The information presented in this document is
provided as an aid to understanding the environment
for electronic clinical trials and draws upon the
information and understanding of the eClinical
Forum. While this document represents many hours
of discussion with eSRA (eSource Readiness
Assessment) stakeholders, readers should assess the
content in the light of their own knowledge, needs
and experience as well as interpretation of relevant
guidance documents and regulations.

ARXLEICE ENDIERIT, ETIOBRREIT O BRI
DNWCTOMRE TS HZ LA A E LTRtsn
%t DT, eClinical Forum Do 1EH & Bifig (2 Fo
WTHERL LTV ES, ARSCEIT. eSRA (eSource
Readiness Assessment)D A7 — 7 7R /L4 & D] REfH]
Wb SEmEXM LD TY, mald, BFO
ik, =— A, #&B, BT A X R B OfFR
ELEL LAEDLERNL ZHRHEE N,
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2 OVERVIEW (#FZE)

Assessing Investigator Site Systems for Originating Source Data for Clinical

Research

2.1 Regulatory Expectations (G& & D HA%)

As an increasing number of healthcare institutions
are employing Electronic Health Records (EHRs) and
other electronic systems to handle patient data, many
of the data points needed for clinical research are
originating in EHRs, making the EHRs “eSource” for
clinical research. Even if these data points are not
used in their electronic state for clinical research, but
are printed from the EHRs and then re-entered into
an EDC (Electronic Data Capture) system for a
clinical trial, the source of the information must still
be confirmed as compliant with standards set forth in
regulations and applicable guidance documents.

Electronic Health Records (EHRs)<°fl D fE 7 — #
EW O EFIAT LT D ER T T HSBINE 2
HIZoM, IMRTHE L ENDHE < OF —F HEHR
NoEos, T2 HEHRRRO “eSource”

(BEFHRT—40) Lo TWET, RRITEN
TINbLOT =2 &E LT —2 & LTHMET,
EHRCHI LT, EDCY AT AZHANITHLH 722
BaThoTh, 7 —ZuldHll TED b 5 fL1E
KROBES VA X AGEICHAL TS Z L&
MR L TR LERDH Y £,
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The eSource Readiness Assessment (eSRA) contains
questions based on regulations and regulatory
agency guidelines for clinical research data sources
from FDA, EMA, PMDA, and ICH as identified in the
eClinical Forum Requirements for Electronic Data for
Regulated Clinical Trials!!l. In July 2018, the FDA
issued a Guidance for Industry: Use of Electronic
Health Record Data in Clinical Investigations, which
states: “Sponsors and clinical investigators should
ensure that policies and processes for the use of EHRs
at the clinical investigation site are in place and that
there are appropriate security measures employed to
protect the confidentiality and integrity of the study
data.” This Guidance further stresses the need for an
assessment such as eSRA and identifies key areas that
should be assessed, all of which are contained in the
eSRA questions. The FDA Guidance indicates that
any EHR system certifications (both in US and other
countries) be identified in documentation provided
by the site to the clinical trial sponsor. While an EHR
system certification can indicate a vendor-supplied
EHR system will manage data appropriately, it is still
necessary for an eSRA to be conducted to
demonstrate that the site has set up the vendor
system and associated processes appropriately with
the necessary process controls to maintain a
compliant environment. It is the sponsor’s
responsibility to ensure that the site environment
(both system and process) is appropriate for
collecting and managing data used for clinical
research.

eSource Readiness Assessment (eSRA)IZ I3
eClinical Forum Requirements for Electronic Data for
Regulated Clinical Trials!I'C/r 415, FDA,
EMA, PMDA, ICHOHH], KOG ROHT A R
T A TSI IBBROT — 2 i B 23R8
GENET, 20187 HICFDANBIIT S
Guidance for Industry: Use of Electronic Health
Record Data in Clinical Investigations Tl [TRERKHH
F L IRBREATERI, RN CEHRZ R 5
Hl20DFHET e AERTLE LB, BT
— Z OWEENE & e et 2 hi T D 7ol e %
2 VT A XRPELOENTND Z EEMEREIZTDH D
L) LRI TWES, ZOHA X AT,
eSRA DX H 7T BAA L hOMEMEZHEHR L, Tk
AA Y M ARE FEREEAZ T TOETR, Zh
5O EBERFEINIT T X TeSRA O T N—3 T
WET,
£7-. ZOFDAF A # A TliX, EHRY 2T AW
L TCWHRRGE CREROME) 2V L, 175
RIEE RN T 2 2 & 2B T ET, EHRV AT
LFFER DT L LTH, eSRAITFE T HMLENH
DEFT, EWVHIDIE, EHRV AT AFRGEIC LD, X
VENBMIEENAEHRY AT AN, T — X &)
C”;’gﬂ LTWDZEDNFEH NN Lﬂiiﬂf/\/
RSN X, S HIT, XU LAHGE
t/XTA%7D?X%@@ ﬁﬁbxﬁé%%®
BREAMRT 220 0ENEREZR T TND 2%
RTINS H N5 TT,
TR EIifiER DEREE (AT A, Tak Rk L
H) B, RRICHHSND T — & 2@ IE LE
BT 52 L 2R T 201, 1GBRIKEE OETT
7

We commit to updating the eSRA questions as would
be needed when updates are made to the underlying
documents and/or new pertinent documents are
released from any of the regulatory authorities listed
above. We anticipate releasing an updated eSRA in
the first quarter of each year.

REIORILE L= CERT v 7T —hE iz b &,
KON (X)) #Hriz 72 B sCED BRIl 7= B Y
JAmb ) ) =23 E X, LEITSUT
eClinical Forum!/%eSRADRMZ 7 v 75—~ LT\
T FET, eSRADUGTIUL, BHEE LY U —
AT HTETT,

(11 “eCF Requirements for Electronic Data for Regulated Clinical Trials V2019PR” is available to the public at
www.eclinicalforum.org. V2020 is available only to eClinical Forum members. For membership information,
please see www.eclinicalforum.org/membership.

“eCF Requirements for Electronic Data for Regulated Clinical Trials V2019PR” (% www.eclinicalforum.org TX
Bl S CTWEd, V2020 iFeClinical Forum A N DHRFA SN TWET, ATy FZHON TR
BIEEN,

www.eclinicalforum.org/membership % =
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2.2  Who should use the Assessment (EMWMT7E A A 2V NEFIRT 5 H)

The eSRA assessment helps to determine if data from
a healthcare system are appropriate for use as source
for clinical research.

eSRATEA XV M, BIET T VAT LIPLDT —
A EEROFT—42 L L CRIAT L2 L omEiIEo
MW 2 TR H2DDEDTY,

2.2.1 Clinical Investigators (&& & FEELR)

* (linical Investigators are encouraged to use this
questionnaire to assess systems, for which they
are responsible, that collect data that may be used
in a clinical trial.

* A separate questionnaire should be used for each
of the site’s systems that will be used as source
for clinical research patient records.

* A site should be aware that a “No” answer to a
question does NOT mean that the site will be
rejected for clinical trial participation, but rather
that the sponsor will work with the site to ensure
that any potential risk is mitigated. Some
questions have an asterisk * next to the Yes (Yes*),
indicating compliance with this item is “strongly
recommended”. If a site is not compliant with
these questions, we recommend that their
computerized system is not used to source
clinical research data until this item can be
answered “Yes”.

s RBRE(TEMOERIL. THENEEE RO,
RBRICHI &S D algEtE D BT — 2 ZUUET
HYATHIZONWT, ZOEMEEZHWTT &
ARAREATD LI LTSN,

» HMEZGVEEL-bOEHE L, R
RIZHD, IBROBERLBORT —X by
AT DAL TS E W,

»  JRBRSFEMfE R DEREIC B E L TR, RO

BERNo”" Th-oTh, IBBR~OSMBPES X
N5l Tidial . & LATRBRIKIESE BN —FEI
BRI ) 27 DIRBICH T2 ThAHI L
Z THR S TEE W,
WL ONDERITIXYesDIFIZ EFI* 3>\ TE
D (Yes*). TDHEH~O@EANRHIEIND
ZEERLTWET, BRI N 25D
FHANEA L TWARWES, &~ EZ N
“Yes”|Z72 5 £ TIL, = DOIRBRIEN itk D =
Vo — XL AT LEIRRT — %5k LTHIA
THZEIEBED LEEA,
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Investigator site responsibility with respect to
system installation, validation and maintenance
may be handled by their organization’s IT
department and/or a vendor. In these cases, the
investigational site is still responsible for
ensuring that these other parties are fulfilling
these responsibilities for any systems providing
data used in clinical research.

Sites should retain all completed eSRA
assessments for use in improving their systems
and processes and to assist them with future
system assessments. Further, sites should have a
documented site process regarding how source
data are collected and managed.

An investigator can avoid multiple requests from
different sponsors for information pertaining to
regulatory appropriateness of their systems and
processes, as the same completed eSRA
assessment can be given to each sponsor they
work with.

Investigators can provide feedback to the
eClinical Forum on this eSRA handbook or
questionnaire via eSRA@eclinicalforum.org.

BB EfE iR BT, VAT LADEAN, N
T— 3, RSFICET 2B, MR OITH
FIRR Y (UT) R Zi2hHr0b LitEEA,
ZDOXIRGETH- T, IRRITEHEE X
INHOREBRELANOEN, IBBRIZHWLND
TR BT 5T XRTOT AT AIZONT,
(ZZTHETFoND LR BEEERE-TZE
THERIZTLHLEENR DD 7,

TBBR IS i g% DEARIL, VAT AL T ok AN
WEINTZEXIZ, BT BEAA L BRTEDL L
5. FABELDTRTOT AR MR 2R
BITDHEICLTLK TN, 2, Fy—4%
INEE - BT A0 Ta A2 LECLTE
NWTL &N,

1 ODFLAFEHLDeSRAT LA AL h— k&4
BRRKIEE ICIET Z SIC kY, IBRE(EE LR
72 HIEBRICEEE > D v AT DO v A D
KENRIUC B9 D ARt A kiE S D X 9 2k
WEEHEST LI ENTEET,
TBRE(REMOERLIL, Z DeSRA handbook<>
BRZEIZSWTD T 4 — K23 w 7 ZeClinical
Forum|ZEHFEL XV,
eSRA@eclinicalforum.org 7> H AV L E T,

2.2.2 Sponsors | CROs (4% 1k#EZICRO)

The eSRA team has written a document
specifically to assist sponsors/CROs in
implementing the use of eSRA in their site
evaluation process. This is called “Implementing
eSRA: Sponsor Perspective” and can be
downloaded from www.eclinicalforum.org/esra.
Sponsors/CROs are encouraged to ask sites to use
this assessment questionnaire to determine if a
site is ready for sourcing regulated clinical
research data from their computerized systems.
Sponsors/CROs should obtain a completed eSRA
assessment for each site system used for sourcing
clinical research data and these assessments
should be retained in their trial master file.

eSRATF — A, {RBREHA/CRO IZB1T S 168

%mMmﬁﬁ7mtxcmﬂm%ﬁbﬂhé%
FERDEDRLEEZHELTCWET, ik

“Implementing eSRA: Sponsor Perspective” & \
2 %4 kLT, www.eclinicalforum.org/esraz>®
Aorua—RTExET,

IRBK A /ICRODEFAR 1L, TRBRFEMER R 126 L
T, ZO7BAA Y NEMEZFWT, 2%
DAL a—H Ly AT APBEI T CTEBIND
WBBROT =200 G500E 9 Il 2 &9
TS 7230,

TEBRAEF /CRODEERR 1T, TRBR FE sk 4% >
AT BIZOVWTEEAF S DeSRAT £ 2 A L Ml
R AFL, TMRIZRE T2 XL 91 L TLEZE

U,
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eSRA questions are based on the minimum
requirements of US, EU and Japan regulations,
guidance documents, directives and reflection
papers. Sponsors/CROs may have additional
questions for determining if a site is suitable for
their clinical trial and it is advisable to keep those
separate from eSRA such that eSRA can be
common to all sponsors. A list of all regulatory
documents used as a basis for eSRA can be found
at www.eclinicalforum.org/esra.

eSRA OFRITK - Bk - HOBHI, A X
A, 8. reflection papersiZ -3 < FAKR D
T, IRBRIKHEE /CRODEREIL, 1RBRSE
it i 5% 2SR BRI LTV B 0I5 72 1T i%
MZEMLELS R0 LOLVERADR, 16
B M1%eSRA & 1T LT, eSRAITATEBRIK
FHE Tl L 7D LI LTS ZE Y, eSRA
DILE > TWDHHGICEO—EIT
www.eclinicalforum.org/esra % ZE& < £ &
AN

eSRA does not “certify” or “qualify” but merely
provides information that the sponsor/CRO can
use to determine the appropriateness of using
data that originate in an electronic health record
system.

eSRA&i e nE L/7L\_ D L% l‘%id‘f nﬁ'ﬂﬂﬁ‘é %) D
TiI7e <. HIZIRBRIKEE/CRONEHR Y 2 7
LADILERDT—HEFHT L L OEY S &
W 272D RERIET 5 LD TT,

It is up to each individual sponsor/CRO to review
a completed site assessment to determine if the
site is appropriate for the sponsor’s clinical trials.
The eSRA assessment does not provide
certification or an “answer” as to whether the site
as a whole is appropriate — it only indicates the
site responses to each question. Some questions
have an asterisk * next to the Yes (Yes*),
indicating that compliance with this item is
“strongly recommended”. If a site is not
compliant with these questions, eClinical Forum
Members recommend that the site’s
computerized system is not used to source
clinical research data until this item can be

BRI [CRODE BRI, RS ¢ 0 .

ANFEHRT AR MEREZ L E2—1L, AT
HOWEBRZ E T 5 Kol L TLKEE

VY, eSRAT A AV ME, G725 %
DTIEAR < FI=IRER I % ﬂi&%u%@
MmE om’ﬁzé%@f%&miﬁh EPA
BRI S a% (2351 A & DR _xﬁ“élﬁl/t%
TTKT@%@T¢

WL OMNDFERBITIXYesD 2 EFI* N DWW TE
D (Yes*)., TDIHEH~O@EANR HIEIND
ZEERRLTWET, BRI NS 26D
RAENCHEA L TWRWEES . BRI~ [EZ )0
“Yes”|Z72 5 £ TlE, = DIRBRFE R D =
Vo — XL AT LEIRRT — %0k LTHIA

answered “yes”. FTB-LIIBED LEEAL
Sponsors/CROs should work with their sites to TEBRIKHEE /CROD R 1L, 1RBR I ftiax & )

ensure that potential risk is mitigated. If after
reviewing a completed eSRA from a site, the
sponsor believes there are too many risks to
warrant using the system to provide source data,
then the system (and perhaps the site) should not
be used for clinical research. However, the site
may be given a period of time to make necessary
adjustments to comply with eSource standards
based on the completed assessment and may
ultimately comply such that the system can be
used for source data for clinical research.
Sponsors/CROs are encouraged to provide
feedback to the eClinical Forum regarding
interpretations of regulations, eSRA questions,
etc. via eSRA@eclinicalforum.org.

LT, BEMNRY A7 E2ERT5L512LTLE
SV, BRI DFEAR 7+ DeSRAZ L B =
— L, VAT LANET =X 2 MG T 512U 27
DRETEDLEEZXTLEIX, Y AT L (K&
W, BZLL ZOIRRFE ) 2 IaERICHH
TRETEDHY FHA, 72720, IBRIEMIERRIZ
RERIPORNE T2 525 2 LT, BABEATEARX
MERAZ S L1, eSourceD FMEIZHE T H 728
BRI IEDM T, RAERIICE S T E AU,
VAT AEIRBROR T —2 L LTl D L D%
nET,

TRBRAKHETE /ICROD B ER I BLH DOfiFFR, eSRADFR
IS IZDOWT D7 — K3y 7 ZeClinical Forum
IZREHEE L ZEVY, eSRA@eclinicalforum.org?»
SRV ET,
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2.2.3 Regulators (##1%4/5)

* Regulators benefit by a common assessment that
is mapped to US, EU and Japan regulations,
guidance documents, directives and reflection
papers. A list of regulatory documents used as a
basis for eSRA can be downloaded from
www.eclinicalforum.org/esra.

* Regulators are encouraged to provide feedback to
the eClinical Forum regarding interpretations of
regulations, eSRA questions, etc. via
eSRA@eclinicalforum.org.

= eSRAIE, K- BK - HOBUHI, A XA 1§
. reflection papers\Z%fisd 5 M) 72 7 & A
AL PMZIRSoTWETOT, Bl RmOERKIZ &
STAY Y RBHY £,
eSRA DIL & 725 TV D Bl CEO —E I
www.eclinicalforum.org/esra »H ¥ U o — R
T&EE9,

» HUHY R OB, B O, eSRAD M
IZOWTDT 4 — K3 7 %eClinical Forum(Z35
FELIEIN,
eSRA@eclinicalforum.org/»HRBFEWV L £,

2.3 Types of Systems to Assess (GH&R ¥ X T L)

Any system that manages data that ultimately will
end up in a regulated clinical trial should be
evaluated for suitability. This includes the entire data
journey from source to sponsor. For example, lab data
may originate on a lab system, then sent to an EHR
system and then transferred into the site’s clinical
research warehouse prior to being given to sponsors.
In this case, each system that manages the date (the
lab system, the EHR system, and the site’s clinical
research warehouse) would need to have a separate
eSRA evaluation.

AKEIZHIHI T CEE SRR TRASND L)
RTF =R EEHT LV AT A, TOEY)E 27
FTRETT, UL, T X OFRETLH) HIRBRIKHHE
FICELETORBEEICBITAEHREERET,
B Z1E, R T — 2 IXEERAE S 2T 5 CTARK
AL, TEBREMHEE DIRER T = 7 /T A THEE X
. TORBBRIKEE I CESINET, 2055, 7
— X EEETLE VAT N (BERREY AT A,
EHRY A7 A, IBBREMKIEE OV =7 T R) %
NZ T L Chll & ([ZeSRAFHAT 2 F 4 2 BN &
D £,

Please note: Only areas / modules of an electronic
system that are being used to enter, store, manage, or
otherwise handle records that will be used for clinical
research need to be evaluated. For example, the
portion of an EHR system that might be used to
handle insurance claims or other payments would
not need to be evaluated.

) EFVAT LAORBICHONONLDELED AT,
FEAH, EERM O IRAAT O BERE/ T Y 2 — VD BDFE
flixt4: T3, flziE. EHRY 2T LADKERED 9 5
PRIEA OFERCIIMZET 2 b OIFFHE T 2 22
XH 0 EHA,

Following is an example list, but not an exhaustive
list of source systems that might provide data or
manage data used for regulated clinical research:

UTHE, 3 XTEHEELZDHOTIEIH Y FHEAD,
HE T OWRBRICHWNOND T — X R T E
By AT LOFITI,

e Electronic Health Record Systems (EHRS) or
Electronic Medical Record Systems (EMRS)

e Laboratory/Diagnostic Systems

e Imaging Systems (e.g. x-ray, CT scan)

e Pharmacy Systems (if used to hold records of
patient medication dosing)

e Radiology Systems

e EHRY AT AXIFEMRY AT A

o IRA/ZWIT AT L

o I AT A (X, CTAF v %)

o HEHIT AT L (BEFEHBE RIS N
DY)

o JEEHRY AT A

Copyright eClinical Forum 2020

Version 2020.2 9




Investigator Site eSource-Readiness Assessment

3 eSRA Instructions (eSRA F//F 5 %)

The eSRA Questionnaire is provided in section 5 of
this handbook.

eSRAE M EE I AN R 7 v 7 OESEICH Y £,

Sites —Please help us spread the word about eSRA by
asking all your sponsors to use eSRA rather than their own
company-specific assessment form. Save the assessment
pages to your computer to complete the assessment
in a separate file from this handbook. Once
completed, the easiest way to make an immutable
copy is to Print the file to a .pdf. This will produce
a .pdf file that cannot be changed through ordinary
means.
Instructions for saving to an immutable .pdf:
¢  Windows 10 computers — click on ‘Print” and
select “Microsoft Print to PDF” as the printer.
e Apple computers — open eSRA in ‘Preview’,
choose “print...", on the bottom left there is a
drop-down menu where ‘PDF’ is selected.
Click on the arrow on the right of it, choose
‘save as PDF.

IRREMIR DB~ — BRI IZ, FHM
HODT XX MEZCDCH VD IZeSRA ZFIH T 5 L
DPEV L, eSRAZILNDS L 2ICL TS S0,
eSRA TemplateZ jjl] 7 7 A /L & LTIRAEL, 7 k& X
AV N EFRLSTEE, FER LS, ZRAAREZR
a v —Z2AED R bR FIEIL, 15 EPDFIC L
T77ANVEHRTHZ LT, 2L D@EFD
FIETEIERETER pdf 7 7 A NVENED Z LB T
XFET,
BN B GE R pdf IZ A7 T B ik
e Windows 10 =2 > ¥ = — % D4 — click on
‘Fim]” 221U 7 L. “Microsoft Print to
PDF” %7 v &2 & LTHERL TS ES0Y,
e Apple 22U Ea—X DA - eSRA &
‘Preview’ CHHZ . ‘print.../ Z#INL E3, £
TIZPDF A EIREN TS Rey T X
VDA NRHY ET, 22 THUMOKREZ 7 Y

Questionnaire from this handbook prior to sending to
sites as it should not be distributed without the
instructions and license agreement provided in this
handbook.

v 7 LC, ‘saveas PDF'ZER L T 723
VY,
Sponsors and CROs — do not remove the eSRA IBBRIKHIEE R "CRODERR~ — TRBRT A Mok

282, Ny RT7 w ZICREEE N TO DR
TA B ARHEEIRA HT2HIZ, eSRA Template&
ZONY KTy 7PN L 2IC LT
Sy,

More information to assist Sponsors in implementing
eSRA into their site evaluation process can be found
at www.eclinicalforum.org/esra in a downloadable

document named “Implementing eSRA: Sponsor
Perspective”. We urge you to review this valuable
document.

TRBRIKIEE (2B DR~ 7 & 2 1ZeSRAZ EL Y AfL
A1 OB HRIL. www.eclinicalforum.org/esra
MH AT m— R TE % “Implementing eSRA:
Sponsor Perspective” LWV ICHFEITFERB SN TVE
T, O, ZOXLEEBHAICRDL I EaBED L
EJ 2N

3.1  Completing the eSRA Fields (eSRAZZ AZE4E)
Official Institution The exact name of the clinical research LR EICFEHE SN B TR BR St sk D 1E
Name, institution as it appears on contracts L E ZRAT S,
Official Site Name should be entered here.
Centre Number, These are optional fields. If the site is ?ﬂﬂ&i@ﬁf‘“@" /"*%ﬁ?éﬁ@ﬁm % NERE D

Sponsor
Organization Name,
Study Numbers

left blank.

completing this assessment for a specific
research sponsor, then identifying
information from the sponsor can be
entered here. If the site is completing
this assessment to provide to all of their
research sponsors, these fields should be

BRIEHEE I ZDOT A AL M 2E
m¢éﬁm\%%Wﬁ%ﬁ6l$Ltd
BIEHREZTLALET, T XTOIRBRIIKIHA
FEHBIZLTZDOT AR N2 EE
THHE., ZZHOFEFIZL T I N,

Copyright eClinical Forum 2020
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Institution Address

The address of the clinical research
institution as it appears on contracts.

TR E I RLH S N D TRBR FE M it DL FT
ZZRAT S,

User Contact Details

The contact information of the person
responsible for the upkeep of this
assessment. Please also enter a backup
person to be contacted if the main
contact is not/no longer available.

ZDOTBARA L NEMERFEBLT 5 Y
FHOWHREIE TFALTEI N, 0, E
HUFEALERC 2, RIFEYSE S ZFEA
<TEEW,

Developer/Vendor
Company Name

The exact name of the system vendor as
it appears on contracts.

BHEICEBHEND VAT AR ZDIE
AL %2 ZRA TS,

System Name

The complete name of the system. Please
complete a separate assessment for each
system currently used with clinical
research data. Note: Sponsor-supplied
systems do not need to be assessed by
the clinical research site.

VAT AOIEXALHE TRRAL EE 0,
BT —H LR DV AT LANERED D
BA . VAT AT EARARA S N EE
LTLEE,

) IEBRIKEE LR SNV AT A
X, RBRERIIR T & A A v b & FEE
THMEEH D EE A,

Modules applicable
to this Assessment

Only modules that have the potential to
collect, manage, or store data that could
be used as clinical research source data
need to be assessed. For example, a
module related to healthcare insurance
would not be part of the eSRA
assessment.

RERORT — & & LRI S5 ATeedE
DbHT—FEIE, FH, KW 5T
Pa— DB T EARA L FONELERD
F7, HlAX, ERERRICEET S EY
2 —/LIZeSRAT & A A v FRGIZIL 7
D EHA,

Description of
System

A brief description of what the system
does. If it is an electronic medical/health
record system, just enter EMR or EHR

VAT LM D0 i RIA A R
ALFE9, EMR/EHRY A7 A THIL

X, HIZEMREHR & AT 2 DR T
FERECT,

If this system is
certified by ONC or
other authorizing
certification body, list
the certification body
name, certification
name and version,
date of certification.

USA Office of National Coordinator
(ONC) requires that organizations
receiving Medicare must use ONC-
certified EHR systems. Other countries
may also require certification.

Please note: if at any time this system is
decertified, all sponsors must be notified of
the reason for decertification. This eSRA
must be updated.

KEEZRERITHFE=Z=(ONC) T,
Medicare% 5 \F 2 #Ak 2% LT, ONC
FREFSN-EHRY AT L& FIHTH 2 &
ERGAATTOET, oOETE R
PRREEELR LTV Db LvEd A,
VAT AOFBFERR D {HE I N L i,
VT OBH 23R TOIRBRIKEE 1250
LR NERY FHA, T2, 2D
eSRAL HHT L T 72 &0,

eSRA Criteria Please review and reply to each question. | &[] ZHiA THZE L T ZE 0y, &I

Questions No questions may be skipped. FTANTEEL TSN,

Suggested Responder | This is a suggestion from the eClinical (RBROE . R, V7 hv
Forum eSRA team (comprised of =T RUBNBIER S 5) eClinical
sponsors, site, and software vendor Forum MeSRA F— A5 DRIEEZHLRT
participants). This is meant to help T TEAA METERESED I X T,
individuals completing the assessment AR MNCx LT, kO F O E S Vo7 A
identify the person in the organization CEELTH L OB K0, ZREL
who might best be able to answer the TVETS
question.

Notes Where appropriate, additional MENZIE LT, RMOE M Z AT 5

information has been provided to help
clarify the question.

T2 DB E# Z Note & L TREH L T
b\ij—o
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Investigator Site
Response “No”

If the system as supplied by the vendor
and implemented at the site does not
satisfy the eSRA criterion, this answer
must be “No”. If there is a procedural
workaround, it can be described in the
comment.

In some cases, you may want to request
your system vendor to provide the
capability in a future release of their
system.

UM LRSI, RS T
ENTZT AT L)eSRAD FEYE AT 7=
SRWEGE, ZORMOZIT"No” & 72
v ET, FIEICLYEREETE DA,
Commentifd CRBH L T 72 &0,
LEIcEkoTE, "Xk ) U —
ATRHET D L2 HRTHZ &b Thgt
<TEEW,

Information System
User

portion of this assessment or about the
system that the site staff would like to
convey to sponsors.

Yes* Strongly Recommended: If the question | 58 < HELE 95 IHH TH, “"Yes” DEIZE
has an asterisk * next to the “Yes” and FI* 3 DWW TSNS L T, 1RBRSE
the site response is “No”, it is fihtisx DIEZE D “No” T D3ty £ D
recommended that this system is not VAT LEIBROT —ZmE UTEMT
used to source clinical research data until | 2 DI%, B2 Yes" |2/ 5 £ T, #EA
this item can be answered “Yes”. LT LEEOET,

Additional This area is for any comments about any | 7 & Z A 2 F DREIEDHREL T AT A

ODWNTD IR MNp Y IRER SN )
LRI EICBE A LW &2 TR
AL EE W,

Signature Blocks

A sponsor can determine if signatures
are required. In some countries, a PI
signature is required.

IBRIKIEE N BEL OEGZRE L ET,
[EZ £ » TITEBREEER OFH D3
LR £,
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3.2 Glossary of Terms used in eSRA (FAEEEE)

Audit trail / Audit log | A secure, computer generated, time- X227 T, A a—XITLDAERS
B AR R v 7 stamped electronic record that allows Nie, A LAZ TN EDOBFRLET
reconstruction of the course of events bV, EFRLEROER, ZH, HIFRICE
relating to the creation, modification, T HEOFLROBEELAIGEIZT LD

and deletion of an electronic record. Th D,
Certification A quality labeling process provided by | M52 L7z, A FRHMEKMEHTE 5
B AR L RSN A M E O IT e

AENA

an independent, unbiased, professional

and trustworthy organization that will TATHY ., PAT LRDDH OB
indicate that a system has met a specific | Z7/=9 2 & 279, (eSRAITFHAET
set of criteria. (eSRA is not a 0 EEA )
certification.)

Clinical trial Any investigation in human subjects NZRGRET DM T, TRBRIED IR

158 intended to discover or verify the B, RN (L) 2 oo
clinical, pharmacological, and/or other FHID RO M XIS, TRBRIEORIE
pharmacodynamic effects of an MOMER, imBREEOL LT (3UT)
investigational product(s), and/or to ARMEE FERE T 5 72 30 DIRBRIE DRI,
identify any adverse reactions to an g, A& OPRIEORE 2 BRY &
investigational product(s), and/or to % b Clinical trial & clinical study (3
study absorption, distribution, FITERE LTANS
metabolism, and excretion of an
investigational product(s) with the object
of ascertaining its safety and/or efficacy.

The terms clinical trial and clinical study
are synonymous.

CRO A person or an organization TRBR IR DIRBRIZ AR 5 EH D —H X

Contract Research (commercial, academic, or other) &, TN EDORAT 2 IEBRKIEE ) b %

Organization (CRO) | contracted by the sponsor to perform REL7ZASIE (RHEERY. Y, £
one or more of a sponsor's trial-related fho>) HL
duties and functions.

EHR EHRs are electronic platforms that EHRIZE 7R 72 B (E A\ DRk 2 F7

Electronic Health contain individual electronic health OBFIRT Ty P 7 —LTHY ., IE

Record (EHR) records for patients and are maintained | &7 7 BEBE-CESR 7 T R (T & MERFE

by health care organizations and
institutions. For example, a typical EHR
may include a patient’s medical history,
diagnoses, treatment plans,
immunization dates, allergies, radiology
images, pharmacy records, and
laboratory and test results. EHRs can be
used by health care institutions to
integrate real-time electronic health care
information from medical devices and
different health care providers involved
in the care of patients.

a5, EHROMAR 726 & LT
B OIRERE, W, TR, %%@
fi, 7 LoLX— FRREG, KRR
Pk, AR RENHDH, EHRV AT
A%, EREERS. ROERT 7 & R
FDOER T TR b D ER T 7 HEtE 0
LDV TIEA NGO NDETHRE
WERATLHEMTHNDLDZ L H D,
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EMR
Electronic Medical
Record (EMR)

Some healthcare organizations have or
refer to their computerized system as an
EMR (Electronic Medical Record). EMRs
are typically narrower in scope than an
EHR, however for purpose of this
assessment, the terms EHR and EMR are
interchangeable.

R THSEC K-> Tix, Boeboa
VB2 —Zb AT AZEMR & FESS
A5, EMRIZ—EAIIZIZEHR XV
b AT —=TINN, KT ERAA L T
IZ. EHREEMRZFRIZFEO S D & LTH
W5,

eSource / Source Data

Source Data: All information in original
records and certified copies of original
records of clinical findings, observations,
or other activities (in a clinical
investigation) used for the reconstruction
and evaluation of the trial.

T —& . (JBBRICIBIT D) EEEAT .
B, ZoMmoOIEENCRET 5 T Didk X
1TF OIS EEICGEEHES N TS H

5 BT, RO FTHL L 45
b D,
EERT—5  BEWRRT =S (T

Health Information Technology (U.S.) -
provides a program of Health IT
certification

eSource: Electronic source data (eSource) E\;jjb_ 7) IZEANC BRI RS ST
are data initially recorded in electronic T TH L.
format.

Investigator A person responsible for the conduct of | TABR S i 5 (2 F5 U ‘T/A%UD%ﬁm (2B
the clinical trial at a trial site. If a trialis | CEIEZ AT Z) Ho IRBRIEMMREIZ B0
conducted by a team of individualsata | T, ‘7@5%755‘@%(@% 75’ D F— LI K
trial site, the investigator is the Y Efi S35 Y « TRBRFHEE AR
responsible leader of the team and may AT — ADH E% 71 Z) V—=4—Th
be called the principal investigator. V. EIEIRBRIEHT (principal

investigator) EFFIN S Z LD 5,

IT, Site IT Information Technology. Investigator VERREHE R DOITIZIL., IV AT LD
Site IT should include a Data Ty M7y T RORSFHIF TIE, Data
Privacy/Protection Officer and Records Privacy/Protection Officer & UNLgR IR &
Retention staff particularly during set-up | A% v 7R EZ £ 5,
and maintenance of the system.

ONC Office of the National Coordinator for Office of the National Coordinator for

Health Information Technology
[EZ ERITHHFE =R (U.S.) —Health IT D7
AEZAT D,

Research Protocol

(Also called Clinical Trial Protocol) A
document that describes the objective(s),
design, methodology, statistical
considerations, and organization of a
trial. The protocol usually also gives the
background and rationale for the trial,
but these could be provided in other
protocol referenced documents. In this
document, the term protocol refers to
protocol and protocol amendments.

(BB FEfERTRE S LSV ET)

RO HIY, BXEF. ik, HEHIE L,
Ff A R 3CE, TR ISR m £ <
@%Q\%%w%m*ﬂ PG FLHET
L, FDOX D REREEZOMOEE
ZHLTH LW, ARICETILIRREMmE!
K N OWETIRE BT 5,

sSOP Standard Operating Procedure FEERETFIAE
Sponsor Clinical research sponsor (e.g. bio- (RS SEO) 1RBIKEES (B A
TRBR I pharmaceutical company) FEF L)
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Unsuccessful vs This refers to questions 15 and 16. An 15, 16128 d 5,  TRM) 1ZIER

Unauthorized access | “unsuccessful” access attempt referstoa | DL—F—R37 7 & 2§ 5 2O DIF#H

attempt legitimate user forgetting their access (2—H¥—ID, "RAU— %) ZEhi
information (e.g., their username or LaaERT 5, [REAshiwn) 77

password). An “unauthorized” access TR, AP =TRVEDR (NyFr
attempt refers to a non-user attempting JEIZED) TI/RALLIETHZ L

to gain access (e.g., through hacking). EEWRT 2,

3.3 Additional Resources (&&E&H)

e Federal Regulations and Guidance Documents applicable to Clinical Research electronic source data
o A description of documents used as a basis for the eSRA questions
o  http://eclinicalforum.org/eSRA/regulatory-documents-used-as-a-basis-for-the-eclinical-forum-
esource-readiness-assessment-esra
e Applied Clinical Trials(English, December 2018) http://www.appliedclinicaltrialsonline.com/determining-

if-data-electronic-health-record-systems-can-be-trusted-clinical-trial-setting
o PHARMSTAGE (Japanese, October 2019): https://www.gijutu.co.jp/doc/magazine/p 2019 10.htm
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4 Llicense Terms (51 > XEH)

YOU ARE FREE:
* to Share — to copy, distribute and transmit
the work

* to Remix — to adapt the work

UNDER THE FOLLOWING CONDITIONS:

= Attribution — You must attribute the work to
the eClinical Forum (but not in any way that
suggests that the eClinical Forum endorses
you or your use of the work).

* Non-commercial — You may not use this
work for commercial purposes.

* Share Alike — If you alter, transform, or build
upon this work, you may distribute the
resulting work only under the same or similar
license to this one.

WITH THE UNDERSTANDING THAT:

* Waiver — Any of the above conditions can be
waived if you get permission from the
eClinical Forum.

* Public Domain — Where the work or any of
its elements is in the public domain under
applicable law, that status is in no way
affected by the license.

* Other Rights — In no way are any of the
following rights affected by the license: a)
Your fair dealing or fair use rights, or other
applicable copyright exceptions and
limitations; b) The author's moral rights; c)
Rights other persons may have either in the
work itself or in how the work is used, such
as publicity or privacy rights.

* Notice — For any reuse or distribution, you
must make clear to others the license terms of
this work.

LIFZF#FALEYS :

HHETLZ L — FEEHOERL, BAh., (s
Vv ATHZ L — FEWORMZE

TROFHFEDOL E T

138 — F1EM 1 ZeClinical Forum O, O TH 5
352 &, (7z72 L. eClinical Forum 723%)
HESUIFH LR EZF T2 D0 TliEd
DEHA, )

FERMTHDZ L — EEMEEEBTTHHA
LTITWTEHA,

FER7e b CoIE — EEME LR, %
., WRLIZGA. TOMEIE. 2oT1t
> A LA U SUTFIBR 22 RARISAE 5 56 D H L
HTHENTEET,

TRz TEHEN BT

468 — eClinical Forum®O#Frl # 15T\ 554
i, BRI RRSET,

INT VI RAA =B TE DN
NT Vw7 RAALAZHY, BHET LIEHED
WHEZITD X, ZOREEFIATA R
ICHEINDZ LITHY FHA,
ZOMOMER] — LUF OMEFNIART A & X
WCHEBEINDZ LI FHA, a) NIERS]
SUTATEFRIC BT 2HER], Ut O E1FEHE
DBIINBLE CHIRE; b) FAEE D ANAEHE; ¢) /X7
VT 4 HEXITHBMESE D, OB D EED
XZEOFIHFIEICE U TR OHER]

Notice —AZEVEW Z A SUIBEAT T 555
A, MEFICK U TREZBEM DO 7 1 ' AR
ZH LN LT FHE A
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5 eSRA (eSource Readiness Assessment) EfFjR

Clinical Research Sites should complete this
assessment and provide a copy to each of their
research sponsors. Sites should retain a copy in their
files to assist with future updates.

TEBREMEIER DEREIL, ZOTEBA AL FNESER S
., I —EKERIEKEE IR L TR, F
7. FEROEFHIHx Cat—2RE LT P&

AN

Sites can save the eSRA Questionnaire (the following
pages) to their computer to complete the assessment
in a separate file from this handbook. Once
completed, the easiest way to make an immutable
copy is to print the file and select “Microsoft Print to
PDF” as the printer. This will produce a .pdf file that
cannot be changed through ordinary means.

TEBR S i it 5% D 4% 1L, eSRA Questionnaire (Yk-X
— VLK) ZMT7 7 ANLE LTIRIFL, TEARX Y
MR TZE, FERLIZL, BEARARER 2
— 2 ED bR HIEEX, 7Y v & T“Microsoft
Print to PDF" Z &R L T, 7 7 A VZFl$ 25 Z &
TY, ZHAUTKVBHOTFETITEE TSR pdf
T ANEEDZ ENTEET,

Sponsors, we request that the eSRA Questionnaire
(below) is not removed from this handbook prior to
sending to sites as it should not be distributed
without the instructions and license agreement
provided in this handbook.

IR DRI, TBREBHRIZE T BB
15, N T 2ICGEE I TO SR 17
RREFPIEL 52 37D, eSRABE (h~N—
SLE) DN RTINS DBES R L D
LTS EEL,

U ERE] BT Z OR— Y OBIEMENRAMA S TWET R, MR TIE, <EMZER> %R ST

£,
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<ERBRR>

Records for Clinical Research

b%%ﬂ LUT. eSRADZHDOFEIFEF H> 5 =012,
ICZFAAEBEOLET,

REEEHL TOET, 7

DA T, a4 eSRA E/H]

If this system is certified by The Office of the National
Coordinator for Health Information Technology
(ONC) Health IT Certification Program or other
authorizing certification body, list the certification
body name, certification name and version, date of
certification. Please note: if at any time this system is
decertified, all sponsors must be notified of the
reason for decertification. This eSRA must be
updated.

WEL T AT DS KE AR AR E R R TR =

(ONC) Health IT Certification Program % 72 1%% ®
{‘Iﬂ;@n:unft%% J:Ofnlbﬂﬁéﬂfb\é%ﬂ\ munE*FE
B4, RRREA L OIN—T 3 > BRREH ZRRdE L T<
f;él/\ 71;71:_1/ élﬂ/(/XTAO)wLAHIEﬁ)HXD(%éM

28t TN CORBICEE (CFEREIR Y 1 L O FH
LT E L2 T AT e v £/ A, Z DeSRAIT
B LRI A,

Records for Clinical Research

1RBR D L%

No ?Xm ﬁ:EJ

R

1 Can all patient records captured in the EHR
system be retrieved and reviewed?

BHEWVOEHRY A7 L (BLF T RAT L)) ITRAF
SNT-EEREITTXITHREL, LEa2—T5H2 ¢
MTXETD

2 Are all records that are given to the sponsor via
electronic or manual means de-identified, that
is, they do not contain any patient-identifiers
that are prohibited by the country in which the
study is taking place?

BRI I CE M ERIXTENC L D2 TFEICE - T
RSN D FBITT N TEA LI TOET D, D

D, BRAFEMMSNTWAETELLN TV SR
BB A S AT ER A,

3 Does the system have an audit trail to include
recording date/time/author of any patient data
creation, change, or deletion?
Note. Site must ensure that audit trail (audit
log) functionality has been installed and is
working correctly. If an appropriate audit trail is
not available additional process controls such as
a signed and dated print out, will have to be

BEWO AT LT, BET—ZOFK, £E, £
T2 IXHIBRO B A B4 FATE DR E R T 720D
BEASRERMERE 20 2 TV E T,
M TG E R R B A (A ) e
EREL, IEFICHERET S L I L TENLITAIL
&&fﬁA B B B A B & T & 005
G IERDERIEEREFFT S 72012, HIL TH
1t & EFH GG T S0E, BWDT 7T X EPER

reason(s) for changes/deletions. Does the
system track the reason(s)?

introduced to maintain the integrity of the EHLSLET DI X,
information
4 It is recommended that systems track the L AIBROBE 2 2 A7 LR L TR Z M

HERESN TCWET, BEWOYRT ACIFFLHE N
FRENTWET D,

5 Is the audit trail information

readable and readily

available?
Note. If an appropriate audit trail is not
available additional process controls such as a
signed and dated print out, will have to be
introduced to maintain the integrity of the

AL L S B SRR S AL, 3 < IR AThe

TRRIE T,
7E OB A E T ERDOGE RO
SERMEFHFET S 2012, L THEE% %

AT S5E, BWD T 7t X ERFEH#H S
ERDHVFET,

information.
6 Does the system prevent new audit trail BEWOAT AE, BifF (BE) ORAENME
information from over-write existing (previous) | (28 LWMEHZ LEE TSN LI THET
information? VAR
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7 Does the system create an audit trail (audit log)
that cannot be altered or disabled?

BENDO T AT NERRT D EEARERS (Bifn )
T E - IME AR TER VWL ITR > TV
F I

System Date/Time as recorded in Audit Trail
BEA AR CREEk S D v AT A H AT /REZ)

8 Controls should exist such that only
authorized personnel have the ability to
change system standard settings. Does
your system provide these controlse

BMRELANEIS AT A OIEERELZEFH TERO K
T HEHRDBMETT, BHEVDOIU AT AT
DX 7ERRMPGE L S TWOET D,

9 It is recommended that in cases where the
system use may span >1 time zone or the
system may be located in a different time zone
than where the study is being conducted, that
the time zone of the investigative office (e.g.
local time to the patient) is used in the audit
trail, or there must be a clearly documented
consistent way to derive the local time from the
timestamp on the audit trail. Does your system
and/or processes adequately provide for
identifying the local time of patient events?

VAT ANEEDOE AL S — I ETE RS T
B, ETRIXIRBRFEIGAT & X R H A L S —
IR E SN TV DA, IRBRSEMIER DX A L

—y WilzIE, BFOo—h L) RN T
WD, BERIEOZ A DAX T b —h )b

B 28X B L HESRICCEL SN T
WAHZ ERHERSINTWES, BELWOY AT LS
Tuk AL, BEORERZRO O —H VL ERET D
1= OGN 72 2058 ) E T D,

10 | Is there a process that ensures that those who
enter, modify or delete data cannot also modify
the system date or time?

T2 u NS EE, FIFHIBRT2EN T AT A
DO P EZITRZ AR TE RN L D IZT HHE D
bV ETD

Access Control
7 U A s

11 | Are users of your system provided a unique
access method (i.e. usernames and passwords,
access keys, or biometric access) that is
provided to only one person, and restricts
access permissions and capabilities to only
those system functions, and data that are
appropriate to their job?

BHENOLV AT LAO2—F—21%, BFEOHEAZ L
WZEADOT 7 vAFE (2F0, 2—PF—4H LR
U — ]\‘\\ TR . 3’\"““\ if:@iiﬁgmuuﬂz) ZJ)Q‘K
LiL, 77 BAHFAROT 7R EETNEND
BB i) 72 v AT ARERE R YT — & O AT HIBR &
NTWET A,

12 | Is there policy and training that instructs users
not to share their non-biometric access

ﬁiﬁﬁmunﬁ%%@?ﬁﬂzx}lﬁ AN (’Di@ L
P—[ENATU—K, 37 78A - F—) &4t

with a means to review health records of
patients who have consented to the clinical trial
(via system or documented process)?

mechanisms (i.e. usernames and passwords, or | L72Y BOXOT A 7> b EME LN TS 50K
access keys) or to leave their account open for FERICHELZD LWL S I —HF—2fFEd 5k
others to use? FHEOWHE XD Y E T,

13 | Are monitors, auditors, or inspectors provided | F=%—, E&H, EIIELEFICK L. GRS

WZRE L BEO/RERREY (VAT AE2N LT,
FRIILECLAS O EAEZRKRT) LE2—FT BT
Bt L CuvE4 0y,

14 | Is there a documented site procedure to set
safeguards in place to ensure study staff are not
unintentionally unblinded in studies where this
is a requirement?

B ICIE, B2 2L T 5RBRICB VL CTIRR
IR DB NR > CTHEEMRILT L D7V EH 1T
THMIERAZHZE L DO OFNEENH Y 30,

15 | Does the system limit the number of
unsuccessful log-in attempts? If "yes",
please indicate in the comment block the
number of unsuccessful attempts allowed.

BEWD Y AT A TiER 7 A 2 RIBIE D HIFR S
TWETD, "Yes” DIGE. FRIND 0T A R
mcE 2 A2 MMl AL TE S0,
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16 | Does the system keep a log of unauthorized BEWDOY AT AX, RIERT 7 & ADRH & Lk
access attempts? LCWET D,

17 | Does the system force users to change their BEWOI AT ATa—F—ic—EHHTONRD
password at established intervals; or, is therea | — FAEZEKHE T T ET 0 HDOWIE, EHHY
documented manual process to ensure periodic | 78/3A YV — NEE ZfERIZT 5720 D7 1 A ML
change of passwords? If "yes", please indicate | LSV TV E T, "Yes” D6, AR[HIFEZE =2 A
in the comment block the established interval. Y MR ZRALTZE N,

Note. This requirement is not relevant when a o ORI, 2=V T 7 B XDHEIC AL
biometric component is used to control user %ﬁzg/%s E7 ¢ . ﬁ@/ﬁf&i‘ é“% Z /il 1’(& 'S
access (e.g. fingerprint, palm print, retina, etc.). iﬁgé\gﬁ e ‘f’iﬁ%/o /ﬁgﬁfﬁjﬁﬁ/jﬁ 77_; @%@i
Site must ensure that this feature is installed ggé:_ié% Z;“ /@ﬁi L&/{Lﬂi‘i{{ﬁ Q?E;A/G “/’?‘%\5@
and turned on. The site is responsible for f’iiﬂ@fg;;iggééf?{’fé}?igji iiﬁ%/ﬂ;\
establishing reasonable intervals. If managin e i N W K5 F°
this via prfcess, the site must enfofce a e ;@j;i}ﬁ&/jg;i?— rA E/Z)E KT STRERE
documented site process requiring password XEEL, REL2RiE% ) 384,

p quirtng p
change.

18 | Does the system perform automatic logoff or BEWOU AT KF, BAEDRR2UIREE T — E R 23
other lock mechanism (such as password Bl L7cGaIcBEr 77 ikt omon y
protected screen saver) after a set period of J 2 A=A (RNATU—=RFR#ESNTZRAZ Y —
time of inactivity? If "yes", please indicate in Voot N= ) BEITLET D, "Yes" DHA .
the comment block the amount of inactivity HEim 74 7 & COMBIEREBORBREM 2 2 2
before the automatic logoff. MR ZFEAL TEE 0,

19 | Is there a report available listing all userswho | ¥ A7 A LT AT F R H LT XA TOL—HF—D
have accounts on the system, including —Ex, T NERE, i MR, BEH. 5
historical accounts, what their privileges/rights | Ik H Z & & TRld L7z T EF2 A E SN TV ET
are and when these accounts were installed or | 7%
deactivated? 7E ZOEEICIT, IBREFIT—XICT 2T

Note. This report should also include other non- AT ZEPTESHIBDON G 50 SLEDD Y
site persons who may have access to the clinical FI9, ZO® 'ﬁ:'tg%/ L IEBRELLEND S‘%gﬁfﬁéﬂ
research electronic source data. This report does 13D Y % AT, A ThEEHE 7 SIT#5f7 5?
not have to be kept by the investigator, but E/;EVX 7‘4‘ '“#7 ZA = b DRI LT
should be available upon request from the IT R T SLEDD ) £

dept or system supplier which maintains the

systent.

Data Review

20

Does the system have the ability to produce
accurate and complete copies of the patient
data, including the audit trail and coded data,
in a format that is understandable?

BFENO AT AL, BEEIEY R N — Mz
F R G BT — X DIEMENOSER e O B —
& RFAIREIR 7 A=~ N CAERT H 2 ENTEE
T

21

Can patient records be copied in a validated
manner to allow quality auditing?

MEEANTED LAY F— FENTHIETR
Hilkz a =352 LN TEET D,

2 [FREE] XD “report” % THEEH] LFRL TOET S,

LB SNELEZERTLLOTIEHY FHA,
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Investigator Site eSource-Readiness Assessment

Data Backup, Retention and Recovery
TNy 7T 7 RE, HIH

22 | Is the system backed up at appropriate

and regular time intervals to support the

retention and recovery of data used for

researche If "yes", please indicate in the
comment block the backup interval.

BEWOT AT AL, IBRICHONOND T — % DR
BROEIRZ BT 2 =0@m > e e 72 MiE
TRy I T v TENTOETH, "Yes”DFA. /Ny
77y THREE 2 A Ml ZRRAL S0,

23 | Has the backup process been verified (tested)
by either the system supplier or the site such
that the integrity of the backup can be assured,
and verification documentation is readily
available for inspection by an auditor?

NPT o7« TatRL, VAT L -HTI714F%
—FIFEMBRIZED . Ny 7T v T OERMEE R
GEL., BEEEIC L ABLEOBICHAFER A E HICHE
IRCEDLXL IR THIE (T A b)) S CnExd
YR

24 | Are there process or system

controls in place to ensure

data used for clinical research

source data and associated metadata are
retained for the required period?

BRFET—2 L LTHWLND T —H LOBHE £ %
F— B e B BRI 7 > THERICRE T 5720
WCERESN TS T ot ZAFE T AT LG HE I
HYFET D,

25 | Are there controls in place to ensure that
archived data and metadata are enduring,
continue to be available, readable and
understandable by a human during the legal
retention period?

T—=HA T INET = Z ROA ST — 2 PEERE
BHICH Tz >TRPNT, AMIC &> TR ATEE,
REErIRE. OB R RE KRB A M S THERF T D 72
DIZFERMSNTODEHRNH Y 90,

26 | Is there a documented process for continuing
operations if the system is not accessible?

BHEWDY AT AT 7B ATERLS o254
(B EMG T DO LELSINT-T e ARNHY
E3C VN

27 | Is there a documented and tested process for
recovery from an emergency or unexpected
shutdown?

BAFITFEANDO Yy v N T UNLEIHT ST
ODLEAEII, TAMEADTOEARNHY £
D3,

System Development & Maintenance
VAT LS R OWRSE

28 | Are there documented records showing that
those maintaining or using the system have the
training necessary to be able to accomplish their
assigned tasks?

VAT LAOEHEFIIAHBENENENEY H T
OG22 ZFITTE D LT BT ER
EBEZT-Z L 2m i CENHY 30,

29 | Does the site utilize a documented and
auditable validation process for all portions of
the computerized systems that contain clinical
research data?
Note: “This means that your documents would
be available to an auditor if requested.”

Btk T, 16T — X 2T 5 ar Ba—41k
VAT BT RTOEFITHOWTCER AR/ N Y 7
—vary-eeRELELL, IEHLTHWET
D,
YE TSR DEGE I U T PN S
NEZEEEHLET, |

30 | Does the site maintain a record of which
version(s) of a system was in use during clinical
trial conduct, including version dates and
documented and auditable validation of
changes made during clinical trial conduct?

EhR T, IRBRERPIZHEH L2 AT LD/ —
Vark, N—Va Al IBRERTOEFEOE
BARERNY T — g VU LEL GO TEidk L TWVE
IV

31 Is there antivirus software installed and
updated regularly on all computers used to
access or maintain data used for clinical trials?

BRICHNWOND T =X ~DT 7 v AL ITEHIC
HHENATRTOaA L Ea—FITT 4 LAY
T MU= THA AR =S5, EFCT v ST
— S TWET D,
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Investigator Site eSource-Readiness Assessment

32 | If you receive electronic data with other
systems (internal or external), are there
appropriate technical or procedural controls to
assure confidentiality and integrity of data
received from these systems?
Note. It is not recommended to use data for
clinical research that has been received from
other systems if the answer to this question is
"No”.

o> 2T A (NERETIFHNE) OB T—H %
ZAETHHRE. TNODV AT ANLZETHT —
5 OENME R OSERMEERRET 5 72 0w O] 7o 87
MEZIXTREEEREZDH D 300,
IE - Z DRI~ DEIE D "NO” DEE, oD > X
7A%6 NG LTET = B 108I & = &I
WEXNFEVA,

33 | If this computerized system is provided by a
third party (e.g. suppliers, service providers),
are there formal agreements in place to clearly
define responsibilities of each party (site and
third party)?

Ua s Ea— ALY AT B — R 8T 4 —
(B 7T 4 F—. F—E R TOALF—RE) |2
Lo TRIEShBHE, £4HE (RRERIER KL
OH— K+ S—=F =) OBEEEPIHIED - R
REKIELD O ET

34 | If electronic signatures are used in your system
to fulfill clinical research requirements, are all
of the following true: 1) it is permanently linked
to its respective record, 2) it includes the
printed name of the signer, 3) it includes the
time and date of e-signature execution, 4) the
meaning associated with the e-signature is
indicated (e.g. creation, confirmation,
approval).

BEWO AT N TIHBREMN 2T I2DICETE
LEFFALTHDL5E, LFORMEIZT X TE T
EVETH 1) TNENOREERIT KRN 7 S
NTND, IEFERTREINTZBLELDEEN
TW5, 3) B B4 T S L7z B AT RO 5
EFNTWD, 4)BEFELIMHETIE®RIRINT
W5 (TERR. HeR, &R L)

35 | Is there a process to ensure that in case of data
breach, the Sponsor and/or Investigator notifies
the relevant Data Protection supervisory

authority?

15 HRIFERDFAE LG8 RIS TERE R
Fifiz’Data Protection B fEEIZ @ T D L 9127
AEOOTav 2TH 0 T340,
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eSource Readiness Assessment (eSRA)

Assessment of eSource (EHR) Systems Used for Storing Source Data During Clinical Trials

About the eSRA
Checklist...

and appropriate solutions.

The eSRA checklist allows a site to assess the GCP compliance of their Electronic Health Record (EHR) or
Electronic Medical Record (EMR) system. Sponsors and sites will use the assessments to discuss any risks

Investigator Site

Please complete this form if your Electronic Health Record System is or will be used to hold the source of data used in Clinical Trials.

Day

Date of eSRA Completion

Your Institution

Official Institution Name

Address line 1

line 2

City

State / Region
Postal Code
Country

Site Description

First Name

Last Name

Phone Number (optional)
E-mail Address

Role

System Details

System Name

Version Number

Modules applicable to this assessment

Description of System

If this system is certified by The Office of the National
Coordinator for Health Information Technology (ONC)
Health IT Certification Program or other authorizing
certification body, list the certification body name,
certification name and version, date of certification.
Please note: if at any time this system is decertified,
all sponsors must be notified of the reason for
decertification. This eSRA must be updated.

1

Month

Year

[AuG

| [2022 ]

Whon University Itabashi Hospital

| Official Site Name | |

(within Institution)

|30-1 Oyaguchi,kami-cho

| Centre Number | |

(Optional)

| Sponsor | |

Organisation
Name (Optional)

|ltabashi-ku

| Study Number(s) | |

(Optional)

| Tokyo

1173-8610

|Japan |

User Contact Details

Backup User Contact Details

[ukiko

|Enomoto

181-3 3972 8111

|enomoto.yukiko@nihon-u.ac.jp

|Pharmacist, CRC

System Version Details

|HOPE/EGMAIN-GX

Release
Date

| Developer/ | |
Vendor
Company Name
Day Month Year [2019
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eSRA CRITERIA

Please provide an answer for each question in order for the assessment to be considered complete.

eSRA Criteria

Investigator Site Response

Asssessment Question Suggested Investigator Site
Responder Response
Records for Clinical Research
1. Can all patient records captured in the EHR Site Coordinator @© Yes*
system be retrieved and reviewed? O No
Note. ALL patient records do not need to be stored in this system, however all records in the system

must be able to be attributed to a particular patient. This is NOT about linking to a clinical
patient ID, but rather about being sure that all records are attributable to an individual.

2. Are all records that are given to the sponsor Site Coordinator @© Yes
via electronic or manual means de-identified, No
that is, they do not contain any patient- O

identifiers that are prohibited by the country in
which the study is taking place?

Note. This does not mean all site EHR records must be de-identified, but that what is given
electronically or via paper to a sponsor must be de-identified. If a CRA goes physically to a
hospital and does source verification with the EHR system, he/she will see identified data, but if
records are sent to the sponsor, then they must be de-identified. In addition, sites should take
actions to ensure that no information pertaining to patients not on a clinical trial is shared with

sponsors.
Audit Trail
3. Does the system have an audit trail to include Site Coordinator in (@) Yes
recording date/time/author of any data conjunction with o
creation, change, or deletion? site IT @)
Note. Site must ensure that audit trail (audit log) functionality has been installed and is working

correctly. If an appropriate audit trail is not available additional process controls such as a
signed and dated print out, will have to be introduced to maintain the information

4, It is recommended that systems track the Site Coordinator @ Yes
reason(s) for change/deletions. Does the
O No
system track the reason(s)?
& Is audit trail information readable and readily Site IT or Site @© Yes
available? Coordinator
O No
Note. If an appropriate audit trail is not available additional process controls such as a signed and
dated print out, will have to be introduced to maintain the information.
6. Does the system prevent new audit trail Site IT @© Yes*
information from over-write existing (previous)
. ; - O No
information such that previous data can be
accessed if data are changed or deleted?
Note. If using an electronic audit trail, it is not recommended to use eSource from this system if the
answer to this question is "No".
7. Does the system create an audit trail (audit Site IT @ Yes *
log) that cannot be altered without detection? O No
Note. If using an electronic audit trail, it is not recommended to use eSource from this system if the

answer to this question is "No".

www.eclinicalforum.org

Comment -- Required if response is
"No" (Max: 160 characters)

Comment if response is No

Comment if response is No

Comment if response is No

Comment if response is No

Comment if response is No

Comment if response is No

Comment if response is No
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System Date/Time as recorded in Audit Trail

8. Controls should exist such that only authorized Site IT @© Yes Comment if response is No
personnel have the ability to change system No
standard settings Does your system provide O

these controls?

Note. This may be handled via the site operating system and associated procedures or via a hosting
vendor. The site should ensure the method employed is working.

9. It is recommended that in cases where the Site IT Q Yes Comment if response is No
system use may span >1 time zone or the No
system may be located in a different time zone ©)
than where the study is being conducted, that @ N/A
the time zone of the investigative office (e.g.

local time to the patient) is used in the audit
trail, or there must be a clearly documented
consistent way to derive the local time from
the timestamp on the audit trail. Does your
system and/or processes adequately provide
for identifying the local time of patient events?

10. Is there a process that ensures that those who Site IT @ Yes* Comment if response is No
enter, modify or delete data cannot also modify No
or disable the audit trail or the system clock? @)

Access Control

11. Are users of your system provided a unique Site IT and/or Site (@) Yes * Comment if response is No
access method (e.g. usernames and Coordinator o
passwords, access keys, or biometric access) O

that is provided to only one person, and
restricts access permissions and capabilities
to only those system features, functions, and
data that are appropriate to their job?

Note. Sites must ensure that accounts are configured so that users have access to only those
features that they should have access to (often referred to as roles). Also, there should be an
administrator to grant accounts to users upon justification of their need for an account. A
process should be in place to ensure that access is removed when an employee no longer has
justification for using the system (such as getting assigned to a different area or leaving the
organization). If you are using a hosted system, be sure that the vendor will provide the user
administration and that you understand and employ the process for obtaining and removing

accounts.
12. Is there policy and training that instructs users Site Coordinator @© Yes* Comment if response is No
not to share their non-biometric access O No
mechanisms (i.e. usernames and passwords,

or access keys) or to leave their account open
for others to use?

13. Are monitors, auditors, or inspectors provided Site Coordinator in @ Yes Comment if response is No
with a means to review health records of cqnjunction with G
patients who have consented to the clinical Site IT (@]

trial (via system or documented process)?

Note. The investigator (or appropriate delegate) should be available to browse the patient's record on
demand in case of audit, inspection or for monitoring purpose. It is recommended this
requirement be part of the contract between the sponsor and the investigator (or the study

center).
14. Is there a documented site procedure to set Site Coordinator in O Yes Comment if response is No
safeguards in place to ensure study staff are conjunction with Site X8 Croato o brocedure manual for sach research
not unintentionally unblinded in studies where IT ©) eale a procedure manuatfor each research.
this is a requirement? @® NA
Note. If your site does now or may in the future handle blinded studies, this question must be
answered. For example, information on pharmacy distribution should not be available for study
staff to see.
15. Does the system limit the number of Site IT @© Yes* Comment if response is No OR indicate number of attempts if
unsuccessful log-in attempts? If "yes", please No response is Yes
indicate in the comment block the number of O

unsuccessful attempts allowed..

Note. An example of an unsuccessful log-in attempt is a forgotten password. This may be handled via
the site operating system and associated procedures or via the EHR system. Site must ensure
that this feature is installed and turned on.
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16. Does the system keep a log of unauthorized Site IT @ Yes * Comment if response is No
mpts?
access attempts O No
Note. An example of an unauthorized access attempt is a hacking attempt.This may be handled via
the site operating system and associated procedures or via the EHR system. Site must ensure
that this feature is installed and turned on.
17. Does the system force users to change their Site IT @ Yes * Comment_if response is No OR indicate established interval if
password at established intervals; or, is there O Mo response is Yes
a dgcqmented manual process to ensure Every two months
periodic change of passwords? If "yes", O NA
please indicate in the comment block the
established interval.
Note. This requirement is not relevant when a biometric component is used to control user access
(e.g. fingerprint, palm print, retina, etc.). Site must ensure that this feature is installed and
turned on. The site is responsible for establishing reasonable intervals. If managing this via
process, the site must provide and enforce a documented site process requiring password
change.
18. Does the system perform automatic logoff or Site Coordinator or @ Yes * Comment if response is No OR indicate amount of inactivity if
other data lock (such as password protected Site IT . response is Yes
screen saver) after a set period of time of 0] 15 minutes
inactivity? If "yes", please indicate in the
comment block the amount of inactivity before
the automatic logoff.
Note. Site must ensure that this automatic feature is installed and turned on. If using password-
enabled screen-saver function from your laptop or desktop system to satisfy this requirement,
users should not have the ability to turn off the password-protected screen saver functionality.
19. Is there a report available listing all users who Site IT QO Yes* Comment if response is No
have accounts on the system, includin
Hsierteel AEEES Whgt their privilegegs/rights @ No Since it can be referenced from the user list screen, it is not output as a
! f report.
are and when these accounts were installed or P
deactivated?
Note. The site personnel log should also include other non-site persons who may have access to the
clinical research electronic source data. This report does not have to be kept by the
investigator, but should be available upon request from the IT dept or vendor which maintains
the system.
Data Review
20. Does the system have the ability to produce Site IT Q Yes* Comment if response is No
accurate and complete copies of the patient
e, el thepaudit trgil . codgd data @ No [The data extraction function for the purpose of providing data to
X f' tthgt A derstandable? ’ [pharmaceutical companies has not been implemented, including
ina format that Is understandable - electronic medical records.
21. Can patient records be copied in a validated Site Coordinator Q Yes Comment if response is No

manner to allow quality auditing?

@® No

Note. If your system does not provide this, a documented site process should address how a certified
copy could be produced.

[The data extraction function for the purpose of providing data to
[pharmaceutical companies has not been implemented, including
electronic medical records.

Data Backup, Retention and Recovery

22. Is the system backed up at appropriate and Site IT @© Yes* Comment if response is No OR indicate the backup interval if
regular time intervals to support the retention response is Yes
O No
and recovery of data used for research? If

N R levery day
"yes", please indicate in the comment block

the backup interval.

Note. This may be handled via the site operating system and associated procedures or via the EHR
system.
23. Has the backup process been verified (tested) Site IT @© Yes* Comment if response is No
by either the vendor or the site such that the No
integrity of the backup can be assured and O

verification documentation is readily available
for inspection by an auditor?
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24, Are there process or system controls in place Site Coordinatorin (@) Yes* Comment if response is No
to ensure data used for clinical research conjunction with
source data and associated metadata are Site IT ONo
retained for the required period?

Note. Sites are responsible for knowing the legal retention period for clinical research source records
and for ensuring that methods employed to meet this requirement are working.

25. Are there checks in place to ensure that Site Coordinator in @ Yes * Comment if response is No
archived data and metadata are enduring, conjunction with G
continue to be available, readable and Site IT O

understandable by a human during the legal
retention period?

26. Is there a documented process for continuing Site Coordinator in @ Yes Comment if response is No
operations if the system is not accessible? conjunction with N
Site IT O No
Note. The group responsible for providing backups, recovery plans and contingency plans for the

EHR software/hardware (whether it is your IT department or a vendor) should have a
documented site process describing how continuing operations during system inaccessibility
will be handled and proof that this process was tested. You should have access to these
documents.The site should check with their IT and QA support and request immediate
remediation if there is nothing already in place and/or if the process has not been tested.

27. Is there a documented and tested process Site IT @® Yes Comment if response is No
for recovery from an emergency or No
unexpected shutdown? O
Note. The group responsible for providing backups, recovery plans and contingency plans for the

EHR software/hardware (whether it is your IT department or a vendor) should have a
documented site process describing how recovery from an emergency or unexpected
shutdown will be handled and proof that this process was tested. You should have access to
these documents.The site should check with their IT and QA support and request immediate
remediation if there is nothing already in place and/or if the process has not been tested.

System Development & Maintenance

28. Are there documented records showing that Site Coordinator in (@) Yes Comment if response is No
those maintaining or using the system have conjunction with .
the training necessary to be able to Site IT O

accomplish their assigned tasks?

29. Does the site utilize a documented and Site IT @© Yes* Comment if response is No
auditable validation process for all portions of
) L O No
the computerized systems that contain clinical

research data?

30. Does the site maintain a record of which Site IT QO Yes* Comment if response is No
version(s) of a system was in use durin
izl g(ri)ell cond{Jct including version d%tes @ No [The version of the system used when registering the data is not
! N s recorded.
and documented and auditable validation of
changes made during clinical trial conduct?
Note. When purchasing or upgrading software, it is typical to have a list of requirements for what it
should do and then test to see that it does perform those functions. Validation is a formalization
of this process and good business practice. Validation is only required for the parts of the
system (modules) necessary to comply with clinical research requirements. All validation/
testing activities should be documented such that they can be audited by the sponsor or
inspected by a regulatory agency. If the system is upgraded to a new version the changes
might require validation, depending on the extent and the scope of the changes. The site must
keep track of what version of the system was in place on what date.
31. Is there antivirus software installed and Site IT @® Yes Comment if response is No
updated regularly on all computers used to No
access or maintain data used for clinical trials? O
Note. This may be handled via the site operating system and associated procedures. The site should

ensure the method employed is working and documented.The site should check with their IT
and QA and Service Provider to ascertain that there is antivirus software installed and updated
regularly; and if this is not the case, it should be corrected immediately.

5 www.eclinicalforum.org Version 2020.1



32. If you exchange electronic data with other Site IT @ Yes Comment if response is No

systems (internal or external), are there No
appropriate technical or procedural controls to O
assure confidentiality and integrity of data O N/A
exchanged with these systems?

Note. It is not recommended to use data for clinical research that has been exchanged with other
systems if the answer to this question is "No".

33. If this computerized system is provided by a Site IT in @© Yes Comment if response is No
third pary (e.g. suppliers, service providers), cooperation with
are there formal agreements in place to clearly those third parties O No
define responsibilities of each party (site and O N/A

third party)?

34. If electronic signatures are used in your Site IT @® Yes Comment if response is No
system to fulfill clinical research requirements,
. TN O No
are all of the following true: 1) it is permanently
linked to its respective record, 2) it includes QO NA

the printed name of the signer, 3) it includes
the time and date of e-signature execution, 4)
the meaning associated with the e-signature is
indicated (e.g. creation, confirmation,
approval).

Note. There is no requirement that electronic signatures are used unless expressly indicated in the
protocol. If you are, then it is strongly recommended that your system is compliant with this
requirement.

358 Is there a process to ensure that in case of Site Coordinator in @ Yes * Comment if response is No
data breach, the Sponsor and/or Investigator conjunction with .
notifies the relevant Data Protection Site IT O

supervisory authority?

Note. In absence of a federal supervisory authority, the site process should indicate to report any
data breach to the sponsor.

ADDITIONAL INFORMATION

Additional Comments from Site

Principal Investigator signature and date (optional) Sponsor/CRO monitor signature and date (optional)

Principal Investigator follow-up review signature and date (optional) Sponsor/CRO monitor follow-up review signature and date (optional)

* Strongly recommended -- Based on clinical research regulations and guidances, it is not recommended to use eSource from this system
if the answer to this question is "No".

Instructions and License Agreement pertaining to this Assessment Form can be found at www.eclinicalforum.org/esra.aspx in the eSRA Handbook.
Model 4.1
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